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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

•

Pursuant to 47 C.F.R. § 64.2009(e), NECC Telecom, Inc. hereby submits its
Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Respectfully submitted,

Lpri~e J.M. Steinhart
Attorney for
NECC Telecom, Inc.

Enclosures
cc: Lucia Popa
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Federal Communications Commission
Page Two

Annual 47 C.F.R. § 64.2009(e) CPNI Certification

I, Daniel Popa, President ofNECC Telecom, Inc., certify that I am an officer of the
company named above, and acting as an agent oftlle company, that I have personal
knowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission's CPNI rules. See 47 C.F.R § 64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
howNECC Telecom, Inc.'s procedures ensure that the company is in compliance with
the requirements set forth in Section 64.2001 el seq. oftile Commission's rules.

FCC Annual Filing
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Federal Communications Commission
Page Three

Annual 47 C.F.R. § 64.2009(e) Cl'Nl CertifiClltion

EB Docket 06-36

NECC Telecom, Inc. has not taken any actions (proceedings instituted or petitions
filed by a company at either state commissions, the court system, or at the Commission
against data brokers) against data brokers in the past year. Companies must report on any
information that they have with respect to the processes pretexters are using to attempt to
access CPNI , and what steps companies are taking to protect CPNI.

NECC Telecom, Inc. has not received any customer complaints in the past year
concerning the unauthorized release ofCPNI (number ofcustomer complaints a company
has received related to unauthorized access to CPNl, or unauthorized disclosure ofCPNI,
broken down by category or complaint, e.g., instances of improper access by employees,
instances of improper disclosure to individuals not a.uthorlzed to receive the information,
or instances of Improper access to online information by individuals not authorized to
view the information).

Signed~~~:t::--;;:::::;':;":::::- _

FCC Annual Filing
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Exhibit A

NECC Telecom, Inc.

Compliance Requirements



NECC TELECOM, INC.
1607 Big Beaver Road, Ste 250

Troy, MI48083

EXhibit A

Compliance Requirements

NECC Telecom, Inc. f'Company") maintains the foNowing oparatll'lg prooodures to ensure compliance with the
reqUirem~nts set forth 1/'1 $ectlon 642001 et seq. of the Commission's rules.

UOO or ~...... p"011r1etm1 netw<>rl, !Ilformallun Wltltout cnst<>mor
uPl.'l'o'l'lll.

(u) !lri1ll>I"""lllll1lllllcotlv.. carrier may use, dllrolvse, orpermita= to CPNl ft>r \hi' l1ll!'pv•• of
pl'Ovidtng Or matlroting ",moeu~ lilllOll/l \be call>gu>ioll<>f ,.rvke (i.••• lo..~ io.lU""""'llllll:" IlI1d
C1J/fJl$) ro whicb the cllStUmeraIr....y""bsu!bes from \hi' ..m. canler.V1l1:boIlt cn,ll>nler eppruval.

(1) If" lolllCOJlllll1llllealiOlls ......... pr<»l<le< dllfuolll ..... of servlco. and .. 0.'1\<""'''
sub'crlb<s to morc _ vne oategory of 'ervlce vfrom! by \be eattlor, the 'lltrler i. permitted to sb....
OllNl among fu. crorlel'. elliIiated enlili" l!wtlItOvide..sorvl""olfulngto fu. "'lemer.

" ,

(2) It..tolo.u~""" v~ provide, dlff....nt oatogmi.. 01: ,vl'Vi¢o, 1m! a ousto1l1o:t does
nolunb,crib, w",v.. tb'" vno oWmg by tb. """,1"" the C1lltI.r Is not permitted to sillare OM with 1m
afllll_, ""cept .. proviilOO in §U4.20n7(l>~

(It) A1clecomln\llll¢ati0l'l' cmrl" lln\Y not use, drsol..e, or pomitme$ to CPNI f<> l>l;It\o>t to ,
'cus!<>mor sorv!OO o:ffill:ings full! at. wil1il. , \1Ot~ of seWJoo to whl¢llih. sub,crlOOt d... not ab:eady
."bsc.rlba from that """lor, llnlc.. Ihat C1lltI.. boo cu,wmet epproval to do '., ~xcept as d..cribed in
p...graph(e) vfl1il••..,av••

(I) A wlrol... provldotlln\Y use, (!!<olo.., Ol:petroltaeom to CE'Nla..'veO frOlll lIS provlsivn of
c:M:il.S. wltholll_appl'OVal. fur tbepr<»lolvn ofOPE andInformation $Srvlce<.), Awb:elfn. olll'tlor
may use, <llselose or psllllit ...... to CE'Nl dcrlved It"'" U. provision of 1.001 """bongo servlcv,or
!n~""ll" 'otvi.., wllhellt CIls!<>mor llJlP<ovaI, fur t!le pl'OV1s1on ofCP:S andoallan.w~ '\'Ill•• mail
or me,sag1ng. vole. swmg. andr01;lev,l.elVloell. fax_and fi>twllfd, andpr_l_versIon.

(2) A li>l"""lllIIIlllJic1lliollll~t llll')' not use, dlsclvse, OJ: pel'lnlt ...... to CPNI to irlenlify or
tta.ck 0"'_' that clll! eompeting servleo pt.vld..... For~l<l, a loeal.x¢llange ce",iorlln\Y net"..
l.cal servl."Cl'NllQ track .1lcusl<>lner< that oalllocal"'rvke competlt<>l$.

(0) A telocoll1ll1Uulo.1l.on, Cllttlor lll3}' lISe, d~e1».., or pcnnit _ to el'Nl, wilhout CUst<>!ne,
apprvval, •• dellcribod in this parallt"pll (0).

(1) A telooolllllllUllcati<>n> ..,£ler m.y ••o, disclose, '" permit to CPNI, wlfllmlt customer
epproval,ln!ls provlslono£insiJl.wltllll.ll.staUad.n.lllUinten""w. ,ndrepalr 1<.....

(;I) CMllS provldm ms:y .... dis"""'" vr pennl!...,...lQ (WNl' fur fu0l>\l1Pv", ofCOl1ds_
......mill on th. hwlth effects ofCMlW.
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(3) LEes, CMRS proViders, and ltttoroonnecred VoW proViders may use ei'NI, without cusoomer
app"oval, to market servIces forlllerly known as acljunct-to.ba.i••erne.., suolt as, but not limlted to, opted
dialing, romputer'l'rovlded dIrectory assistance, ",,11 monltorlng, call tr""ing, oaU blocking, call roturn.
reptet diab'ng, call lrackiDg, cali waltlng, ""ller LD., call forwarding, Blld certaill Centrax features.

(d;) AMeQ<lllllllU"iearions carrier may usc, disclose, or pel'roit acoass to CPN! to protect tho rights
or \?!0tJro/ ofthe carri.... or to prcle<ltusers ofthoa. se.rvl<:es mldGlher oarriet:1> from fraudulen~ abusive, 01'
unlaw lise of, 01' subsorlptlon ro, .uch services. •

Tho Company has adopled .pe<:!/lc CPNlpolicle$ (D ""sure lhot, in tbe absem:e ofo/($Iower 4J1prl1Va~

CPNlls only used by lIle ComplJ1'y 10 ptovilk or market service offerinlf!' «mol'g the calegorles of
."",loe (Le., loca~ I1Iterexchange, IJ1l1l ClI11tY) 10 'P/,ieh th. customer alrea/{V stlliscrlbes. Tire
Company'. aWlpolkles prol.llIIt Ow sharing IJ! C'PNlll!ith ufflliated oompanleil, except as p"'1IIt1led
UJUieJ' Rule 64.Z005(a)(l) or witl' C/js(Dmer II:fJproval prmuant II> RUle M.2007(b). Tile .01llJ! exceptlom
ro (hese pol1cks are (IS permitted rmdet 47 U.S.C § 2Z2(d) ami' Rule 64,3005.

Scetlon 64.W07 Approval requlre4 fOr use of eusronlel' proprietary network information.

•

(a) A t<ol""""""unlcat!on, carri... may obtain approval through. wrItten, oral or e1e<>tronic
methods.

(1) A teJeocllllllunieatlons carrier relying on oml approval sball belll' tbe burden of demonstrating
that such approval has been gi.en In oompll= with the Colllllli"ion's niles In this part

(2) Approvlll or disapprov.l to use; disclose, or permlt aece,. to. customer'. Ci'N! obtained bya.
teJecomnlunicilliollt cattler llIUst remain ill effeot until tho Oll$lomer revok.. or limits s"eb approval or
disapproval.

(3) A teleoo:mrnunlollltons cattlet must m.imain renord. of approval, wh.ther ora!. written CJr
electronlc, for at lea,t one year.

11. all c$rcumslR/ICM wbere et/$/Qmer approval If; te9rtired to use, dl.close orpermit access wCRN!, the
CompallJl's CPNlpolicieS reFe (flatl1lc Company ob/mll customer approval tJl1wgk ",rtlten, orai Or

"ledrOltie methods In oolllpllam:e "'fib Rule 1$4.2QQ7. Ii -">1I/er's II:fJprovallJr tlisapprovul"""'allis ill
iffect until the culJtomat revokes 01" limits theapproWil Of_pprov.~ '£he OJmpallY mallltal1/S r""ords
of_/($/(Jmer approvai(WI.e/her written, o,tiIor electronic) for aminim"'" ofomyear.

(il) Use 0/Opt.()ul I!tYId Opl-ln A.pproval Processes. Ateleocn>nllllli""uQlls c.....1... may, subj"",
to opt·out approval or opt'ln appro.....l, us. Its ocstonrer', indMduaUyi~b}" CPNI fur tlle purpose of
marketing ocuununi!llltiollll·relared services to 6lal customer. Ato)eoollllllUDioatlons carrier may, subject to
opt-out approval or opt-in approvll1, diso!..elts cUalOmer's 1IldlVicJuall:y identlfisble CJ>NI, forth. purpose
of 111lll!<etlng communIcatIons-related serv!lmJl to that customer, to Its agents snil its affiliates that provide
ooml1lllDioslions-related sorvlces. A tolecon:ununlcllttons carrier may also pennit such pOlWn or entities to
obtain access to such CPNl for ",eh pUl'Poses. E""ept fur use and disclo.ur. of Ci'Ni that is permItted
without ""stomer app,o'Val under S¢(:t\on §64.20OS, 0' that i. described in lhIs paxagraph, <n: .. otherwls<>
provided In section 222 of tbe Communleatlon, Act of 1934, as sme.nded, a tc1eeoll1lllunlc.tiOl1$ cartier
may only u.., disclose, or permit access ro lIS castolner'. Individually Identifiable Cl?NI SUbject to opt-in
opprov.r.

Ti,e Compl11IJI does /tot use CPNI for .'U' }Impose (including marketing communfcatlons-reloteil
services) llIId tloesilol I!lsclos. or Urh1'1 ace... (D Cl!Nllo anY)larty (mcTutlillg 10 agent., Of aJfdlot.. tlrat
provide comll1l1llroa/ion",erated ..,.'ces}, exc.pt as permitted under 47 U.S-C. § 22.2(d) and Rul.
64.2/1/15.
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Noll.. r.qulred for use of eustt>m",' proprietary network luformation.

•

(a) NOlification. Generally. (I) Prior to any solWlwlon lbr customer approval, a
teleoomiuumcatlon6 carrier must ptovld0 notifieatlon to the ou_"fthe ,""stomets rlght ro ,estriOl_
of, dis.los. of; and aeooo. to thot custome,'s CPNl

(2) A telecommunications ca,der must maintain records of nolifioation, whether oral, Wl'ltt"ll or
elwtront(l:~ t5r at least one year.

(b) bldividual noti•• to Oll.ltolllers must 00 provided wh,m soliclting aJlllroval to use, disclo,." or
permil acce"" to customm' cm,

(c) Conl<mt ofNo,'ce. Castom(il' nodfioatlon must provide snl'fioiont information 10 enaole the
cUstomer 10 make an. informed duelsion as 1o whether to permit " corrier to use, disolo,"" or permit access
to, fue ""stomer's Cl!Nl.

(I) The nOlificatlon 1lll$t slate thllt lbe cu,tomer hac a rt~ and the carder Iuw a duly, under
federal law, to proteet th. OOl'lfidentlaUty ofCPNl.

(2.) The natl1'ic.llou muol specify tho typ.. oflnlbnnatlon fbat co..tllute CPNI and Ihe $pecific
olllities thai will receive I:be Cl'NI, d«letibe the Plll'P0'•• for wbich CPN! will be used, and infol11l the
""'romer ofhls orher right to dlsapprov. those us... and douy or withdraw ....ss to CPNI al anylime.

(3) The nollliootion1ll1lSl advise the ouslonler ofthe preclsa s1$psthe customer must take ill order
to pt or deny access ro el'Nl, end must elsarly llttlW lhllt a dotdsl of approval will not affect fue
provision of any service. to wblch the CUlltolllet subscribe" However, oarxicrs may p'ovid" " brief
statemenl, in a cleal' and neuIl'tlllllnguage, describing consequence' dJrectly resulting from the iack of
access 10 Cl?NI,

(4) Th. nollllcation mns! be oomp,ehensilile and must not be misleading.

(5) Ifwritten notlr",ation is provided, the noti<:e most he cl.-.my legible, u"" ,uffioiently lot'llo
,typo, and be placed in an ....a so ..10 be readily apparent to a oustomo,'.

(6) If any portion of a nolfficetlon is trinslaWd iOfO another language, than aU portions of tha
notification musl be translated lnl" Ibat lango&g~.

(1) A ."'licr may 'tate in the notfileetlon !hat lbe ""sto='. $!>proval to Usa Cl?NI may eribance
the ca'tier'. abilily to offer productlI and CervlOOl1 tallored to the c\lStOme"', ne.ds. A.arrier alao may ,tate
in the nolifioliltlOll lbat \tC may be oompellad to disolose C!'}il j(, ,,"yPer'ollupon affirmative written rO<J!'..t
by lhe customer.

(8) A canior mo;y not Includs in the notlfioaliQn any_eatattempting to encourage a enslomer
to fre...1l,ird,plll'ly ,",ces. to Cl?Nt,

(9) The llOlilioolion mnst slate that any $!>provo!, or den.1I of approval for the us. of CPNI
outside oflbe servi"" ro wldcllthe customer already subscrIbe. from fuRl carrier i' vaiid until tbe customer
affi,matively revoke, or limits such approv.l or deniaL

(10) A teleoommunicati... oarrie,'. sOllcitatlon for approvll1 must be proximate to the
notification ofa cnstoIll.... ' Cl'Nl rights,

'!he OJmpany's Cl!Nl polic/e$ require trlat eUBlomers be nOllfied Of ITte/r rlgl'/$, and II,e Company'.
obligations, ",lth respect 10 CPNIprltTr 10 aIW Bollclfatitm!or .,."omer IIPpevat IIllfequlred Ct,.romer
Iloll.es (>Vltalher >Vritl<1l, oral or iI.ctroni.) eomplp >vWt lite requl,emel14 of RUle 64.2Q08. '!he
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•

Cum[lflll)l maintains recortfs oj alt MIIl/ifoa oo</OI,,,,r nolle.. (wheiller written, ornl or electronic) for"
mini"'''''' ofoneyear.

(d) Nolle. Requlrem.nts Specific t<l Opt-Olit. A wleoomnmnlcad,ons camer must pro'llde
notification to obillin opt",ut .pproval fllr""8h oleotroni. or writton methods, bur not by 0"..1
cOll1Jl®lieatlon ("".ept as provided in Pill:3fllllph (f) of this _lOll). The contents of any such notification
JJlll stcomply with the requll'emellts ofP!llllfllllph (0) of this section.

(I) Carriers must walt a 30-day minImum period of tl.tne after g\'ling customers notI•••ud OIl
opport"nlty to opt;.out bofure asOllllJing customer approv.l to use, di<»looo, or pel'11l1t _0$$ to C?m. A
camer may, in its dlscretloo, pro~ide I)" Q longer period. Cattier, l'llllilt notify .=m0l'S as to tho
applioablewaJling period for. respon.eWo", npprovall. "..'tUned.

(I) In the 0... ofan al_m. fol'll1 of notlfication, the wai!ing perlod ,hall begin to run from the
dato on which the uotification wa, .ell!; and

(II) ))) tho cas. of notification by maU, the walting };Orlod shall begin to run on fua third day
fullowlng the date thet the,notification was mailed.

(2) Cllrti." using the Opt"o'1t methOlllsm nm.t provide notl••s to th.1r customers every two
years. '

(3) r"leoomlnunieatlollS .art!ets that u,. &1l1al11l> provIde opl-<>ut notices must comply with the
foUowingre'l~lrements in addition I<> th....q~...men1s gen....lIy appli.able to notlfioation:

(;) Cuu;.,. must obtain Ol<l'reBS, Verifiable, prior "l'provll1 from. OOOlSUmetil to .end notices via ...
rom regardingfu.ir servioa in genelOl, or COO in portl!:lllar;

(n') Carriers must aUow customers to ,"ply dlrectly to .·mails containing CPNI noli... In order to
opWl'Ut;

(JiI) Opt-01lt e"mail notice, that are ,.turned in 1h. carrlor as undeliverable roust b. sent to th.
,cusll>mor in llll<lthm' form b.fore carrlm. may oonsider tho customer tohavorooeived noti.e;

(IV) Carrl.... tbat use ..mail to send CPNI notice. lllUllt en""o 1bo11he subject Ilne oftho message
cl.arly and aocurateJy ldenll:ll.s tho S'Ubjact matter ofth••-mail; and

(v) Telocomnmniostion• ..mOIll must malre available to iliVery O1lst<>tner a method to opt..out that
is of no addltlonal <mt to the' ousto"",r and that i' available 24 hours a day, ".,,,,,, daY" a woek. Carrie"
mey sall,fythls ""l~irome1ltlhrough a combinotlon ofmethods;.o long as all ouSll>mers have theability to
opt-<>ut at no .o,t and at" able to eff"cbl'te1bot choi•• whenever they .hoo"".

The Comp",.)' does not fftl7feJlt!y solicit "opt 011:/" (jUstomat I1J'prIJVltlfor /he we or d1scklsure ofCPNL
TI,e Cempafljl dqes 11m Wi. CPNl fqr allY pnrp/JIJ' (inc!Jldl/lg IIUlr!retlllg cmllnumlcaliq/l....elated
services) ,,"'I dlJes nql dlsc/o$. qr gram access to CPNI ilJ nllYperIJ! (lrW1Jld//Ig tlJ agell/$ or ftjJ(l/Q/<I$ Ihlte
prlmrk CO/llnllmlclltllJnHelated services), ex.ept 118 perllll'«.d unaer 47 U.S.C. § 2Z2(d) Q1/a /blh
6t/.2tJOS.

(.) Notice Requiremenl3 Specific", Opt-In. A tele.ommunications c~rri.r may pro~id.

notification to obtain opt-In approval tbrough oral, written, or electronic mothods. rhe cont.llts ofany such
notification must comply with tho ""luu'e""",to ofporafllllPh (c) ofthis ••otton.

T1Ie CemplI/I;P (10•• /lot curreully Seliclt "opt ,'II" cu._ approvul/o' the use qr dlscl<>.ure <if CPNL
Tile Ccmpafljll!qes nqt ".e, dlso/(Jse or grg"t .c.... /l) CPNl for lIllY p/I1Pe8., tq «ItY parl)l {J7 i1l tn'Y
hUJlWet t/lat would require a CU3lQ11ter'g "opt 111 tt «ppr(lvalunder the CDmmlsslt?u's CPNI Rules.
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•

(f) Notice Requlr<1lnenrs Sp••ljict<> O_Time Use <fCPNl. (1) Catrlers may use oral notice to
oblnln limired, oM-time me of CPNI for 4l!>l>lmd and outbolmd oustomer tolephOIlO contacts ror the
duratlon'ofthe .llJ1, regm'dle>s ofwhether can1ers use optM>llt or opt-En approval based o. !he nature of the
conteet

(Z) The ._tsof any sncb not!!lcatlon mnst comply Witilllw re<juitomonta of p""'l;'oph (.) of
this ,eot!Oll, exceJI that teloOOlllmUl1iootlo'" carrie<s inay omit any ofthe follow!JJg noti"" provisions unot
relevant to ilie Ii t.a ..0 llSr wIDoll thO _ .eoks cI"Nl:

(1) Cam.... need IlOt advise oustome'" that if thoy have opred-out prevlomly, no ••tion is needed
to Illalnlllin ll\e opt-out eleedon;

(it) Cam",s need not advise customers that thoy may sbare CPN! with tileit affillatell or third
partles and need not name those etlllties, lithe limited CPN, usage will not result in use by, or disclosure
to, an affiliate or third party;

(l1i) Carrlera need not diseloselbelllea>JJl1>y which a customer oan dellY orwillldr.w fut1l1'e acoess
tt> CPN!. so long as oorri.,. e~plaiu to ~<JStOlller. that llw scope ofthe approval ill. carrIer ...ks is limited
to one-timeuse; and

(iv) Catrlers mw omit disclO$llr. of the pre.lse ,~ps a C\lStomer must 11ikI> In order to graat or
dellY access to CPNI, as long as llw oorrler clem1y communl••te' that tlJe customer can deny acces, to his
CPNI for fue call.

In l/lsIIme", wh.", the c<>mpltny'.eiks o_e ."SlO/1le, app,ov/<l./br Ike 'I$e or disclo""re ojCRNl,
the OJmpanJ' obtains st«:h approval III atooMttnce with the (/Iscl/}_"". metkoth and TeilulremmlS
Mntal"M In lIule 2QfI8(j)•

Sareguayds l'Oq1llrea for use ofcuslomcr proprietary network information.

(a) Tel.""Il'lll1.nloations ""'ri..... must imVI.ment a system by which the statu. of a costolner's
.Cl'NI approval can be ol.arly established prior in th. US<> ofCOO.

Tile Company's billing .ystem all,""s aldlwrlr.eil c0"'R1l1tY person/U!l fQ c!!SUy determine tho statllS Ofa
cuslomer's CPNl approval Oil the CI/S/(lffler (Woo""l ..reenprior tQ Ihe use or (//Jiclosure ofCPNL

(b) Teleoomrnunieations carrIers must ttain their p.rsonnel as to when th.y are and are not
authorized fo use Cl'NI. and carriers must have an express disciplinary pr""... ln pIa"".

Tlte Company I",. elftabTli;he<T CPNI compliancepo&Jles t/liIllllelude employee tralitillg on restrictions
on lI,e USe and dlsClosute of Cl!Nl ItJld TIlqll1tell sf{{egllartTs to protect agal"ot ulI/Juthorhod /l$e or
dlllclos11re ojCPNL Emp/oyellS ""Ilersland the CPNIpolicie$ and a violation ofIhose policies wlff
result in disciplln"ry Mllotl.

(Q) All oarrlel'$ shall maintain a record. electroIllcally or In scm. oilier manru>r, ofllwlr oWlland
their offiltale,- ""le' and mark<>tlng campaigns that use their oestomer.' CPNL AU carrim .imll maintain a
rooord of all instances wh.re CPNI wa, diseiceed 01' provided ro third parties, or whete third parties Wet~

allowed ...... to Cl'Nl. The record must include a description of ooch oOlllpaign, the specific CPNI fuat
Was used in the campaign, and what produots and services were offered lIS a part oft.e .ampsign. Cmier•.
shall tetlin llw record fot a minimum ofone lffl'lr.

TI,e C<>mpany's Cl!NlpolleUs reqllir. thllt all soles mull1llUketfnJ: COf/f[JIlIgl1S inclUding Ihose urtf4fng
ePNl be recolYI.d /(lui kept Oltrile for Itt Imt one yellt'. Records are afso malnltlf1lodfor disc/osurlt Dr
/lCiUSS 10 CPN!by tllirtlpartles. The reoorth i"dude tTl(; reqYlred information Tli;ted in Rule 64.21J1J9(c).
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(d) TeIecoUlllllD1lcatlolls cantel'S lllWlt establish a Slil'O'l'Ilsoty review process regarding carrier
compllatwe with the reI." in lhitlsubpar! for oul-bound marketing situatlens and rnelntain records of"""ier
compliance for a mlnlm.um peried of one YGlll'. Sp,oifically, sal.. pmonnol must obloin superv!=
approval ofany proposed out-bound l1l8lketlugrequest fur eUst<»ner approval.

TI,. Company'. Cl'Nl policies lequire empl.yllQS '" obtat" Ilf!Provat Jrom th. Comp41ty"" CRN!
______"'CO"'m=IJU"!IlI!'''''C"-O-:!O",tJ!!;.er rer rdl'lWketI!tIf C!11JIfli1igJts 1nc!u@tgIko""1f/!lIttl/J?eRN!,priortek,itill/jlrgnlin

ClI/lIjIaigll. Record <1' the mark.ting Cl1/lIpfIign$, olong ..III. the approprmi' suparvlsory approvol Is
momlalnedfe, at least oney.at.

(e) A Mecommunlestions carrier must have an office" .s an agent of tho carrier, sIgn and file
wIth the CommissIon a compliance certliicale on an ann~al ba$ls. The off'lCe, m~st slllte in tho oertliicallon
that he ., she has personallmowledge that Ib.e company h.. established oparating prooed\ll'e. that are
adequate to ensure compliance with Ille rol.. !l1 tbls 8ubpsrt. The em;er must provide a _ent
accompanying the oertificate explaining how ha oparatlng plOoedures ensure that it i. or is not iJ:l
compliance with tllO roles in this subpll:!1. In addItion, tllO oarrler must inolUde 011. oxplll:llllt!oll. of arry
actloll.$ ta1<<111 against da'" brokers and a Sll!IllIl"'l' of lIll Qllstolner complclnts received in the past year
C0110eroJng the 1lllllll'thorized ,elease of CPNI. '.l1lis filing must he made 0lllluaUy wilb the Enfuloo:tnent
Bureau on or beforo March I in EB DocketNo. 06·36, for datapertaining to the previous cwend'" year.

Tile reql/lred officer ceftljkation, actions Ulken against dala br/)ket~ <too SUm11IflfJ' .r WIIW",er
c.mplahlt (!octl11te1<1Ii grC Included wilT, Ihis occompll1lyillg $latemel1£ tk. Comptl1fY wilt flk iJWIlC
d.cuments on I1/i ll1l"uol basis 0/1 or bi!fere MaJCk 1f.r dnta pUlallllnffio d•• prevl."•• c_daryear.

(f) C",lers muSl provide wntren .olle» within five btlSiness days to the Commls.siou of any
instance wbex<> tha opt-oul mechOl1.isms do !lOt worl< properly, to SUCn a degree illal COl)S\llllers' inabllil)' to
opt-out is more tban an anomaly•

(1) The notice shall be in the fum ofa lettex, lind shall include the carrier's name, a description of
the ept-01lt mechanil'lll(s) used, !he problems(s) experienced, the remedy proposed and when it will be/was
iJnplementW, whether the ""levant state commlsslon(.) ba; beau nolmed and whether it has taken any
action, a copy ofille Mtle. prcvlded to customers, andcontact inf""""Uon.

(2) Sucb notiee must be submitted even If tha carner offem othe, methode by whlcll COllsume..
rnay opt..out.

:m. Company de"" IUJt ca"Cllily sollclt "Opl 0111"el<Slome, opproViitfor Il,c /lse or discwsar••f eRN!'

Scclion 64.2ti10 Sareguards on tho dlselosore of custom.r proprietary network Information.

(a) liafoguetrdlng CPN!. TelcoollUUunlcatlons canters mnst take reasonable measures to discover
lllld proteot .lJl$t attempts to gain unautherlzed ao",," to C1'Nl Telecommunications can:lera rnust
propetly autllentlcate a oustomer prior to disclosing ePl'll based on Cllslmner-1n!tlaled telophon. contact,
online account acces:s~ or an in..store visit.

Tlut C.mpfmy" CPNI policies «ml employee trat..lllg meilldo tellS....ble ",eosllres if> discover and
prolect Ofttn)/St actMty d,lII Is ilullcallve ojpretext/Oft aird employees arolnslrWJted ia nat/!Y the ePNI
C.lI1pllimca Office, Ifany s/leh Qcdvity IJJ suspected.

(b) Telepho"" access i. ePN!. TelOCQlI1ll1unitatlons =Ier. may only disclose caU d.tall
information over the telephone, based on customer-initiated telophollJl oon1llet, If the customer first
provides the carrier with a password, as desoribed In paragraph (e) of this section, Utat II; not prompted by
the c...ler asking for readily available biographical infOrmallon, or acoount information. If tb.e customer
does not provide a p"".wo'd, Ille teIeoomlllUllieatlons carrier may only disc""'e ¢iii! detail informatien by
sending it to the customer's ad&es, of lecord, or, by calling the cu.torner at the telephone number of
r""ord. lfthe customer is able to provide call detail !l1lbnnatlon to the telecommunications carrier during.
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customer-Initiated call withOUltM lelecommuniclltlons clllrler', assistance, Iheu the telecommunications
eattler i. perml1led to discus. the call ,Mall infOrmalron pro1llded by the custOlll"r.

11w Compl1JlY's CPNl J!0lid~s ""lIlUe (hat a cuswmer i$0* abfe to access ca/1 tie/art htjormattaJ> over
flte fttlephone in OM lJf lhe ways listed (n Rule M.2016(fJ). 1/the customer eunnot reInember theit'
plWJwrnd, th'lJl rue promptetl to Il/lSWeI' a secutU,y question. NeMler the PIJSswotrl Iwt the StWlm"ljr

~sti<m are based bit teerl/f? ,,.allabfe hfofl!lJJJkical in.formattan or account iJJfQtmatiO/4 C«$/(/1ner
service repres~nliliiVes are ilIsltndad to f1r(/hentlcat. cnstomer.s OVel'IM ifllepJurn.ln alllTl$tances ,,",ept
In 0.. lUlSe where the cus/m,,", ptovld~s the call deta1l 'II/ol'lllfltlon ",itlw," the aGsl$t/11lce oJ the
Compttny. '

(0) Onl"", ace<S$ to Cl'N!. A telell<>llInlun!oatlous carrier must autb.utleate a CUlllomet wllhout
the use of roadily available orograpbiea1 lnfunnallon, or acoo'lllll b:lfoxmatlon, prk>r to allowing the
customer online ace... to epN! related to a toleoollllllllnicatlollS servlcs llWOunt, 0_ authenticated, the
customer may only obtain Oll1ine WX>eS. to CPNI related to a teleCOllllnUlli""tlons ,,,,'Vice aocount furough a
pas.word, a. described inparagcaph (e) ofthi••eclion, that is not prOnlpted by the ealrler asklng for roadily
""alIahle biographical infurmatlOD, or atcount information,

The CompffltY's cusrolners have access to their account online upon entry ofan access code which Is not
linked to readffy oyallable accolml itiforma.tfon.

(<I) in':;tore acCrM/S Ie Cl'N!. A telecomtllunlca!lollS tarrier may dl.elose CPNI to a onstomCl'
Who, at a tarrier's ret&illocaliOD, tir~tpreseDIS to the telecommunicallons c",'lor or its agent. valid photo
ID matching lbe customer'8 acoount infunnatfon.

The Company tloes Mt haye a reUdilocoJilm.

Ce) EstablishtMJIt ofa l'aBlIWOl'd and lJaclrrup AalhentlC<ltlon Methods for Los/ al' FOI'g()ttlm
Passwords. To estabUsh • p...word, ateleoommunicatlons carrier must anlhontleate tl,. customer without
tbe use ofroadily available biographIcal inllmnatlon, of accounl information, TeJecoDmlUl1lealions carriers
may create a back-up <;llStonler autbenticalion method In the event ofa lost or furgollell pessword, but suoh
,bacl<:-llp ousto..... auillenllcatlon method may not prompt the CllStomBl' fur "'.alIy .vallable biographil:a!
,]nfurltlal1on, or a=l info>:nl«tion. If a "'lSIornar cannot provide tho corre.t password Of lh. correct
response fur the back-up custom.r authentieatfun method, !he customer mu.t establisb a new p.ssword as
descrlbed.in this paragraph.

The OJmpltJly's CPNl polfcles allaw for a ft'" ways to estabiisl. 11 PllSswortl, aU oj whlc1. ",/S/lFe
complianc~wlti. the aboveparagrapil. Eacl, metMIl41ao allows the castomer ((; esfllhllafl a' , .,
security question ill the _at that tileYJorget tl.elrp/1.!S1P(lrtf. In 110 ~verlt does the C"",party lf$e readily
available blo!Jraphfcai iII/ormation (IF UCCMIlt III/ormation as a back-up que.li(ln (lr as " nrean. 10
esJablisll It passwordor autJumtiCilte. the customer..

(l) Notiflaation of accaunt changes. ToIeoommun1clltlon. carriers Illust notify CIlstomers
inunedlarely whenever a password, customer raspen.e to • back-up ",•..,s of authentication for lost cr
furgofton p••swords, online acccunt, or address of rocord i. created or ohanged. This notification is 1I0t
required when the CllStomer initlatos service, !ncluBlng the seleclioll of a p....word at .ervice lnitletion.
This notlficatlon may be furOllgh a .arrier-originatod voleemall or tel<! tIle.sag~ to tile telephone numbar of
record, Qr by man to the address of record, and mllSt net revea! the changed Information or be sent to the
new account information.

The CompallY's billing .yst.", gerw"tes " ltatijlcatlon feller ,,'hen allY Of Ihe fie/is lisI~if lit Rule
64,2010(f) is. createrl or ellangM. TI,e Company immediately malls ont the /lotif/aatUm to the addres. of
recqrd(never a n"'" atidrell'll) when reI!airad by Rule M.201{J(f). TIle eontent ofthe ll(ltlf/ctUlon acmpTles
./11111 tM requiren,,,,,ts orRule 64.2fJ16(j).
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Seetion 64.21111

($) Business Custem"" 1JxemptiOti. Teleoommwlcal!ons oorrlers may blnd thems.lve.
_trMtllally 10 autbentication regimes other th.... those described in this "'ClIDll for services Illey provide
to fuelr buslnes. cusl<>mor that bave both a dedicated acoount representotive and. _1Iaet fuel .peoifloally
.ddresses Ihe carrie,.' protecllon ofCPNl

'rite CmnpanJI riees nolldili~e tJte hus/JI'" custDmer =<!JIllon Itllhl, tJme.

Nolificali<>n of onstom.. proprietary network inforllIatoon seeul'lty
breaM...

(a) A toleoommunicallon. oam.r shall notify law enfo",emenl ofabreaob 01'1110 oustomers' CPNJ
as provided in this section. !be ..,1'Ier sball not nolifY (10 ...wm.", or disclose lIIe breach publicly,
whether voluntarily or undor .tate or 10",1 law or these rUbe, untill, has completed tho p'o.... ofnotifying
law enfut~emenl pursuant to paragraph (b).

(b) As.oon "'lprecticob~ end in no evelli hlter than seven (1) busin...·days, after reasonable
derermlnallon of the breaoh, the lelecommlllll!:ations oarrier s'hall eleoltQnioally nOlify the United States
Seeret SOl'Vico (USSS) and lbe Fedoralll1lreau oflhv..tlgation (FB!) thrOUgll • cenboal reporting fucillty.
The commission will malnlaln allttk to the reporting fuolllty al!llW:/lww.mgovleblconl.

(I) Notwithstanding any state law to the oontrory, the corrler sbell not notifY customers or
disolose the breach to till> 'public ""til 7 iIlll bu,in... day. h.ve p...",d after notification to th. USSS and
the FBI a>roept ..proVided in pa",ll"'phs (2) and (3).

(2) If1I1a carrier believe. that there is al\extraordinarily lllient »..d to notify any class ofaffected
cnslum.... soone, than oli>erwise allowed under pmtgrnph (I), in order 10 avoid lmInediate and irreparable
berm, it sltall so indicate in it> llolifiootion and my proceed to Jhunedlately notify its affected ouslomers
only aller oonsullatio» withthe relovanl investigating ag,"",*,. The camershall oooperat\\ with fue !'clcvent
investigating agency', requellt to miniml.. any adverse effects ofsnob cuslomernotlflca!k>n.

(3) If the relevant invesligating agellCjl datermiaes thaI tbe pUblic dlsolosure or noti.. 10
_lomers wonld impede or oompromi.e lin ongoing or potential crlmlnal investlgalion or nationalsocurlty,
sucb. agency may direct fue carrier not to so disclose or notify for an inilia! period ofup to 30 day.. Snob
period may be exrended by the agency lIS reasonable neoessal'Y in the jndgment of the agency. If snch
dheclion Is given, tb. agancy sbell notify fue camer when It appeal's fuat paNic disclosure or noll.. to
affuoted customers will no longer bnpeda or compromise a oxlmina! investigation or nallonal seourJ!y. The
agency sbell provIde in. writing it> itrltlal direction to the carrier, any subsequent elt!J>nSlon, and any
notifioation that notic. wlll no longer impede or compromise a crlmlnal investigation or national seour!ty
and sueb writings .ball be oOlUOl1lpora""ou.ly logged Ollt'. same reporting fllOil.ity that contains recorda of
notifications filed by canion.

(c) Reccrdf<e<;plng. All cIU'rlo", sball maintain a record, electronicallyor in soma othonnann.r, of
any breacbes d!scowro<l, nolification made 1'0 lhe USSS and 1ll. FBI pursuant to paragraph (b), and
notificatioll made to oustomers. The record must lncludc, ifavaUable, dates ofdiscovary and notification, a
detailad description (lfth. CPNl that _tb••ul!je<t ofib. breach, and the circumstances oflh. breach.
Cmrler••ban retal.lh. record for amlnlmnm of2 years.

The Comjlany ha$ p.licies OJI/lprocedllres in place 10 .....Il'e COtltplltm.. wltll Rule 64.2011. WI,en It Is
'reasonltbly tIeIermlllw /hat a breacll lias ooourret1, t1'8 CPNl Complltmce Officer will notlJj> law
enforcement altd Its cus/omer lit tl18 required ttmeji'ames. A record oflltebrl!(tcllwlll fle malntttIJredf.r
a minimum ef two YlUlrs anri will include all bifoN/lollon required b.l' 1/(l/e 64.2011.
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